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Abstract

We study the problem of differentially private (DP) k-means clustering in Euclidean space. Previous solutions rely
on summing the private data directly, which induces a sensitivity proportional to the domain. We introduce PE-means,
an extension of the private evolution (PE) algorithm (an increasingly popular method for synthetic data generation),
to the problem of k-means clustering. The key advantage of PE is that it only computes a private histogram with
constant sensitivity to guide the evolution. Our adaptation of PE includes new evolutionary operators for clustering, as
well as other algorithmic improvements of independent interest. Overall, PE-means achieves an average improvement
of 20% in clustering loss over state-of-the-art baselines.

I. INTRODUCTION

The k-means clustering algorithm is a foundational tool in data science with many influential applications such
as recommendation systems and healthcare data analysis [25], [L6]. The objective is to group the data into k£ groups
with similar features, allowing practitioners to interpret complex datasets. The challenge is that applying standard
k-means algorithms to sensitive data risks the privacy of participants in the dataset. In the worst case, the k-means
algorithm can publish the exact data record of an individual who is an outlier in the set. To address this, there has
been a large body of work that considers the problem of differentially private k-means [31]], [S], [4], [3], [1], [30],
[25], [12], [[15]. Differential privacy (DP) is a popular privacy definition that ensures changes in a single user’s
input does not have a significant effect on the output of the mechanism [10]. By adding calibrated randomization
to the clustering process, existing approaches retain the benefits of k-means clustering while providing a formal
privacy guarantee.

The challenge with DP is balancing the inherent trade-off between privacy and utility. Existing state-of-the-art
approaches for DP k-means rely on summing the private data directly at some point in the process [4], [31]], [1I.
The sensitivity of (or largest impact any one user can have on) a sum query is the addition (or removal) of a point
on the boundary of the domain. This means that to satisfy DP, noise must be added proportionally to the entire
domain, significantly degrading the quality of the clustering. In recent work, an approach called FastLloyd managed
to reduce this sensitivity from the whole domain to a smaller radius around each cluster through relative cluster
updates [5]. However, the radius is still proportional to the data dimension, and FastLloyd introduces an additional
error term due to the relative updates.

Private evolution (PE) is an increasingly popular technique for generating various modalities of synthetic data [22],
[32], [21]. PE evolves a population of synthetic data using only inference API access to foundation models that
generate and perturb the data in an evolutionary algorithm. A key component in PE’s success is that it only uses
the private data in a nearest neighbour voting scheme to choose the best samples generated so far. Specifically, each
private data point only contributes a single vote to the algorithm in each iteration. Thus, adding or removing any
private data point affects the output by a constant sensitivity of 1, regardless of the data domain. This gives PE a
significant advantage over gradient-based techniques, which must add noise proportionally to the gradient domain.
What makes PE truly impressive is that, despite getting much less signal from the private data, it still effectively
traverses large and complex data domains by leveraging the robust optimization characteristics of evolution.

In this work, we introduce PE-means, an extension of the PE framework to the problem of k-means clustering.
In this application, the population of PE contains randomly generated centroids that are iteratively evolved towards
the centroids of the private data. Our design replaces PE’s API calls to foundation models with a lightweight
clustering initialization and a Lévy flight-based mutation operator. In addition to adapting PE to clustering, we also
make several improvements to the algorithm that are of independent interest. Specifically, we address a critical
issue with PE’s selection technique where votes can be split between the best candidates, causing no representative
from certain areas to be selected. We also reduce the impact of DP noise through better post-processing of the
vote histogram and providing a mechanism to adaptively adjust the signal-to-noise ratio at no cost to privacy. Our



experimental evaluation shows PE-means outperforms state-of-the-art baselines over numerous real and synthetic
datasets. Furthermore, we propose HDPE-means, a variant of PE-means that uses a similar dimensionality reduction
to Balcan et al.’s [1], allowing PE-means to scale to higher dimensions. Overall, we observe up to 91% improvement
in clustering loss over the state-of-the-art, with an average improvement of 20% across all the datasets evaluated.

II. BACKGROUND
A. k-Means Clustering

Given a dataset D of size N and dimension d, the k-means problem aims to partition the dataset into k groups
(clusters) C = {C4,...,Cy}, with each C; C D, such that the following objective is minimized,

k
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where u; is the centroid of cluster ¢ (u; = ﬁ erci x). In this work, we assume the size and dimension of the

dataset are public information, but we require any other information published from the dataset to satisfy differential
privacy.

B. Differential Privacy

Differential privacy (DP) [10]] adds randomness to the computation of aggregate statistics to protect the privacy
of individuals. DP guarantees that an algorithm’s output is approximately the same, regardless of the participation
of any one user. More formally, differential privacy can be defined as follows.

Definition II.1 (Differential Privacy). A randomized algorithm M : D — R is (¢,6)-DP, if for any pair of
neighbouring datasets D, D’ € D, and for any S C R we have

Pr[M (D) € S] < e Pr[M(D') € S] + 6. )

The privacy parameter € defines how similar the outputs distributions must be, and § allows a small chance of
failure in the definition. We use the unbounded neighbouring definition, where datasets are neighbours if |[D\ D’ U
D'\D| = 1 (we allow for the addition or removal of a single data point). Arbitrary computations can be carried out
on the output of a DP mechanism without affecting privacy due to the post-processing lemma [11]]. Finally, DP is
composed naturally with multiple runs of a mechanism. If we apply differentially private mechanisms sequentially,
the privacy parameter composes through summation or more advanced methods [11].

Definition IL.2 (Sensitivity). Let f : D +— RF. If D is a distance metric between elements of RF then the
D-sensitivity of f is
A = D(f(D), f(D' 3
max (f(D), f(D"), 3)
where (D, D') are pairs of neighbouring datasets.

We primarily use the ¢ norm as the distance metric D. To satisfy DP, we use Gaussian noise in this work and
analyze it with Gaussian Differential Privacy (GDP) [6].

Definition IL.3 (GDP [6]). A mechanism M is said to satisfy 0-Gaussian Differential Privacy (8-GDP) if it is
Gg-DP. That is,
T(M(D), M(D')) > Gy

Sor all neighbouring datasets D and D', where T is a trade-off function measuring the difficulty for attackers
in identifying the presence of an individual data point and Gy = T(N(O, 1), N (0, 1)) (see Dong et al. [0l for
specifics of the definition).

Naturally, the Gaussian Mechanism satisfies GDP.

Theorem I1.1. (Gaussian Mechanism GDP [6l]) Define the Gaussian mechanism that operates on a statistic | as
M (D) = f(D) +n, where n ~ N(0,(AU)/0). Then, M is 6-GDP.

We consider the composition of GDP over multiple runs of a mechanism.

Theorem IL2 (GDP Composition [6]]). The n-fold composition of 0;-GDP mechanisms is \/0% + - - - + 62-GDP.



We also have a way to convert between GDP and DP.

Theorem IL.3 (GDP to DP [6], [2]]). A mechanism is 0-GDP if and only if it is (67 5(6))-DP for all € > 0, where

e 0 e 0
s0-3(=5+)-o(~5-)
(© 672) "¢ 0 2
In practice, we use the algorithm derived by Balle and Wang to solve this function for 6 [2| Algorithm 1].

III. METHODOLOGY

Algorithm 1 PE-means based on Private Evolution (PE) [22]

Input: Private samples: D = {z;, }fvzl C R4

Number of iterations: T’

Number of generated samples: Ny, = k

Number of variations: L

Noise multiplier for the DP Nearest Neighbors Histogram: o
Output: DP cluster centres S5 = {1, ..., ur} C R?

1: Sy + RANDOM_API (Ngyy, + L)

2: fort <« 1,....,7 do

3: hist; + DP_NN_HISTOGRAM (D, S;_1,0) > See
4: Pr~—htstrfsumthists) >—Pris—adistributiomrom ST
5: Si—~—rank-samples by F—and-draw V5 samptesfronS—

6 S; < WEIGHTED_K_MEANS(S;_1, k=Ngyn, weights=hist;) > Returns centroids
7 Sy« S} > Save best samples
8 if sum(hist?)/(No?) < 1.0 then

9: L+ L/2

10: end if

11: fori+ 1,...,L do

12: Sy + S;U VARIATION_API (57)

13: end for

14: end for

15: return S/,

Private Evolution (PE) is an emerging private synthetic data generation technique that evolves a set of synthetic
samples using only inference API access to large machine learning models [22], [32], [21]. At a high level, PE
starts from randomly generated synthetic data (using the RANDOM_API) and iteratively evolves toward high-
quality synthetic data by creating new variations (using the VARIATION_API) and ranking the synthetic data that
is closest to the private data. We build upon the text variant of PE called Aug-PE [32]. In Algorithm [T} we outline
the baseline version of PE. Algorithm [I] also illustrates our approach, PE-means, highlighting our modifications to
both improve PE and adapt it to solve k-means clustering.

A. Random API

The first step in PE is to generate an initial population, independently of the private data, using the RANDOM_API
(Line [T). In previous variants of PE, this is done by querying a pre-trained foundation model (using information
such as the label, which is assumed to be public). To solve clustering with PE, rather than creating a population
of synthetic data samples, we create a population of centroids to evolve. We assume the only context available to
generate the initial population is the shape of the data domain. For simplicity, we assume the domain is a hyper-
sphere and use the same /5 bound R on its radius that other approaches need to bound sensitivity [31[], [4], [L], [S].
However, in our case, the bound being too tight or loose can at most affect convergence speed and has no effect on
the amount of noise added. A naive RANDOM_API for clustering would simply generate uniformly random data
within the hyper-sphere. However, random points may group together, which reduces our coverage of the domain.
Thus, we instead follow the work of Su et al. [31] and use the sphere packing method. Su et al.’s method starts with
a given radius a (typically half the radius of the domain), and iteratively adds random samples that are at least a



away from the boundary and 2a from the samples added so far. If after a fixed number of retries, a random sample
can not be found to meet these conditions, a is halved and the algorithm continues until & samples are found. We
adapt Su et al.’s algorithm to consider an ¢ bounded hyper-sphere rather than an /., bounded hypercube. The rest
of the algorithm remains the same.

B. Selecting Candidates

Algorithm 2 Modified DP_NN_HISTOGRAM

Input: Private samples: D
Generated samples: S = {z;}._,
Noise multiplier: o

Distance function: d (-, -)
QOutput: DP nearest neighbours histogram on .S

1: histogram < [0,...,0]

2: for x5y € D do

3 i = argmincp,) d (Tpriv, 2;)

4 histograml[i] < histograml[i] + 1

5: end for

6: histogram < histogram + N (0,01,)

7: histogram < sort_descending(histogram)

8: k < min {H | >25—1 histogram/[j] > N}

9: histogramlj] < 0 for all j > k > Zero out noisy values
10: return histogram

The next step in PE is to select the best candidates from the population (either from the random initialization or
previous iteration). To utilize the private data in this selection, we compute the DP_NN_HISTOGRAM (Line
described in Algorithm [2| The idea is that all private samples vote for their nearest neighbour in the population
(Line [3] and ). This creates a histogram of votes that is easy to privatize using Gaussian noise in Line [6 However,
depending on the size of the population and progression of the evolution, this histogram can be quite sparse. Previous
PE versions post-processed the histogram by zeroing out any noisy votes below a certain threshold. The challenge
is how to choose the optimal threshold without spending privacy budget. We propose a modification based on the
constraint that, before adding noise, the histogram of votes should be non-negative and sum to the size of the
dataset (which we assume to be public). The maximum likelihood estimation (MLE) of the true votes given these
constraints is found by projecting the noisy votes onto the set {x € R|z; > 0, . 2; = N}. Duchi et al. [8] give
an efficient algorithm for this projection by computing a subset of bins with the largest noisy counts such that after
scaling and thresholding they sum to exactly N. For clustering, we do not need the sum constraint to be exact; a
more critical issue is points far from the private data getting assigned a few false votes due to noise and pulling
the centroids in the wrong direction. Thus, we give a simple approximation of the MLE algorithm that computes
the minimum number of highest count buckets that exceed the sum constraint (Line [8) and zero out the remaining
buckets (Line [9), without any additional scaling. Intuitively, we assume histogram buckets with large counts are
likely to have dominated the noise.

After computing the private histogram, the next evolutionary task is to choose the best candidates from the
population to survive to the next iteration based on this histogram. Aug-PE takes the approach of ranking candidates
based on the number of votes they received in the histogram (Lines [4] to [5). The drawback to this approach is that
choosing the most popular points does not always yield optimal clustering coverage due to what we call vote
splitting. Consider a scenario where PE generates a point that is the nearest neighbour of many private dataset
points. In the next iteration, PE may generate numerous new samples close to this point, causing the votes to be
split between these new samples. Then, since all new points have a low count, an entire area of feature space
may not be selected. We illustrate an example of this for clustering in Section We argue that instead of just
choosing points with the highest votes, we also need to choose one or two solutions from areas with highly split
votes. Our key observation is that standard k-means clustering algorithms have a similar objective. Thus, we use the



population as a core set weighted by the histogram and run standard k-means to return the current best (Line @)
We show that this technique is much more robust to vote splitting in Section [[V-B

C. Variation API

After selecting the best candidates, the next step is to continue exploring the space for better centroids by
creating variations of the selected candidates. We note that we preserve the best candidates (referred to as elitism in
evolutionary algorithms) in Line [/} so that if no variation improves, we maintain the current progress. In previous
versions of PE, the VARIATION_API (Line would be another API call to a foundation model. For example,
Aug-PE [32] would randomly mask words and ask a large language model to fill them in with a high temperature.
In the case of clustering, our VARIATION_API perturbs the real-valued candidate centroids directly. We find that
mutation based on Lévy flights works well, as the distribution is heavier-tailed to encourage exploration. We follow
Mantegna’s algorithm [24] to generate a Lévy stable distribution parameterized by 3 which we denote by Lévy([3).
To sample a value ¢ ~ Lévy(f3), we first we compute

/B
I'(1+B) sin(Lf)
on=| 4)
p(?) .- 2(8-1)/2
then draw independent samples u ~ N (0,0, 14) and v ~ N(0, I4) that we combine to get ¢ = Iv\%‘ Our variation

API adds i.i.d. noise from this distribution to the existing centroids, scaled by a hyperparameter v and the radius
R, namely
VARIATION_API(;) = pi + vRC (5)

where ¢ ~ Lévy(8). Finally, we clip any mutated sample with ¢ norm greater than R to the boundary. We
experimentally set the hyperparameters for our variation API as § = 1.75 and v = 0.01.

Following Aug-PE, we apply the variation API L times to each sample to increase exploration (Line [I2). Tuning
the L parameter is critical. If L is too small, the algorithm converges slowly, needing more iterations and privacy
budget. Alternatively, if L is too large, the histogram becomes sparse, resulting in a poor signal-to-noise ratio and
poor quality selections. While we can tune L as a hyperparameter (we show a heuristic for setting it in Section [[V-C),
the best setting for L varies greatly depending on the distribution of the private data and the current distribution
of the candidates. To help avoid the more damaging case of a large L preventing meaningful selection, we add
adaptive tuning of L during evolution. In Line [8] we estimate the noise to signal ratio (without using any privacy
budget) by computing the /5 norm of the noisy histogram vs. the expected 5 norm of the noise. We argue if this
value is less than 1, there is likely more noise than signal, and we reduce L by half (Line [9). We experimented
with different thresholds and amounts of reduction but found these settings work well in practice.

D. High Dimensional Case

In high-dimensional domains (especially when £ is small), variations become less effective due to the curse of
dimensionality. To combat this, in Algorithm [3] we present a modified version of PE-means that is optimized for
higher dimensions. We follow the work of Balcan et al. [1]] and first use a Johnson-Lindenstrauss transform to project
the private data to a low-dimensional space (Line [2). We then run PE-means as normal in this low-dimensional
space in Line [3] To project the resulting cluster centres back to the original domain, we use noisy averaging. This
can be thought of as a single iteration of DP Lloyd’s algorithm [31] in the original domain, initialized with the low-
dimensional cluster assignments. Specifically, all private data points are assigned a label using the low-dimensional
centroids (Line [] to [6). Then we compute the sum and count of all private points for a given label to obtain the
centroids in high-dimensional space (Line [7]to[IT). To ensure privacy, we add Gaussian noise to the sum and count
of points in each cluster. We reduce the number of iterations for PE by two in Line [3} so we can use the same noise
multiplier to noise the sum and count. We show in Section [[V| that HDPE-means outperforms PE-means in higher
dimensions. The disadvantage of this approach is that, similar to related work [4], [1], we add noise proportional to
R (the radius of the data domain) during the projection back to high dimensions. In future work, we will investigate
alternate ways to scale the variation API while reducing this dependency.

'We could instead use a k-medians algorithm to select candidates strictly from the population satisfying a similar objective. However, we see
no reason to enforce that constraint in this work, as the standard k-means algorithm can move us closer to the true centroids while making the
selection.



Algorithm 3 High Dimensional PE-means (HDPE-means)

Input: Private samples: D = {z;}¥, C R4

Reduced dimension: p
Number of clusters: &
Number of PE iterations: T'
Number of PE variations: L
Noise multiplier: o

Domain radius: R

Output: DP cluster centres S = {p1,...,ur} C RE

R A S o e

— — =
S

Sample random projection matrix G ~ N(0,1)P*4

D « {#;}}., where z; = %Gwi > Project data to R?
{ii1, ..., fx} + PE-Means(D,T — 2,k, L, ) > Get centroids in RP using Algorithm
fori < 1,...,N do
a; < argminjeqr, . xy 1% — fyll2 > Assign labels in R?
end for
for j < 1,...,k do
2j < D ia—j Ti TN (0, Roly) > Noisy sum in R?
nj > ia—; L+ N(0,01) > Noisy count
Hj < %
end for

return S = {py,..., 1k}

E. Privacy Analysis

The privacy analysis of PE-means follows from the original PE paper [22] as our changes do not affect noise
addition in Algorithm [2| or use private data in any way. We restate the analysis here for completeness.

Theorem IIL.1. PE-means as defined in Algorithm |I| satisfies (e, d)-DP.

Proof. We break the proof into the same steps as the original paper [22]:

Step 1: Bounding the sensitivity (Definition [I1.2) of the DP Nearest Neighbors Histogram in Algorithm
Each private sample only contributes one vote. If we add or remove one sample, the resulting histogram will
change by 1 in the /> norm. Therefore, the sensitivity is 1.

Step 2: Viewing each PE iteration as a Gaussian mechanism. In Line [6] of Algorithm 2] we add i.i.d.
Gaussian noise with standard deviation o to each bin. This is the only part of the algorithm that touches the
private dataset.

Step 3: Viewing the entire PE algorithm as 7" adaptive compositions of Gaussian mechanisms. This holds
because PE simply applies T times sequentially.

Step 4: Viewing the entire PE algorithm as one Gaussian mechanism with noise multiplier ¢ /+/7". Using
the composition theorem (Theorem from Dong et al. [6/ Corollary 2], we get that T" applications of a
1/0-GDP algorithm are v/T'/o-GDP.

Step 5: Computing DP parameters ¢ and 6. The problem is simply computing a o such that (e, §)-DP iff
VT /o-GDP, for which we apply the algorithm of Balle and Wang [2]].

O

Our high-dimensional extension of PE includes additional use of the private data in the projection, and thus we
state and prove its privacy.

Theorem IIL.2. HDPE-means as defined in Algorithm 3| satisfies (e, )-DP.
Proof.

Step 1: Composition accounting. We first assume that PE is called with two fewer iterations than the o was
computed for in Line[3] Applying Theorem [[IL.I| we get that the run of PE is private with two extra applications
of a Gaussian mechanism with standard deviation of o remaining.



o Step 2: Assignment as post-processing. After calling PE, the assignment step (Line [d]to[6) uses the published
centroids from the previous iteration (post-processing) to divide the dataset into clusters. We can then apply
parallel composition over each of the clusters. Thus, we can focus on the privacy cost of a single cluster for
the remainder of the proof.

o Step 3: Privacy of the Gaussian mechanisms. For each cluster, we apply the Gaussian mechanism twice.
The first is to compute a sum which has an /o sensitivity of R since adding or removing a point can at most
add the largest possible vector in the domain. The second is to compute the count, which has an /5 sensitivity
of 1, as a data point can be counted at most once. Applying Theorem the result follows.

O

IV. EXPERIMENTS
A. Experimental Setup

a) Datasets: We use a combination of real and synthetic datasets from various sources. Most of the real
datasets as well as the G2 datasets come from the clustering datasets repository [[14] or the UCI machine learning
repository [7]]. For Birch2 [34]], we take 25,000 random samples from the dataset of 100, 000. Gas [7], Letter [7]],
and MNIST [20] are included for comparability with Chang and Kamath [4]]. For MNIST, we train a LeNet5 model
and use neural representations following Chang and Kamath [4]. We use some synthetic datasets generated by
Diaa et al. [5] that were generated with the clusterGeneration R package [29]. Finally, we include synthetic
datasets generated with the make_blobs function from Sklearn that generate isotropic Gaussian clusters. Table [[|
includes a complete list of datasets and their sizes.

b) Baselines: Our baselines are selected from state-of-the-art DP k-means algorithms with publicly available
implementations. The work of Chang and Kamath (which we denote by Google) is perhaps the most popular
approach [4]. Chang and Kamath use a locality-sensitive hash tree to create a private coreset, upon which the non-
private k-means algorithm is applied. Because Google’s method is one of the most recent works, we also evaluate
the approaches it compares to. The first is IBM’s differential privacy library [[17] (which we denote by DP-Lib)
that implements an improved version of Su et al’s algorithm [31]]. Su et al. apply noise to each step of Lloyd’s
clustering algorithm [23|] with various optimizations such as the sphere packing initialization. The second is the
work of Balcan et al. (which we denote by Icmll7) that first projects the data to a low-dimensional space before
recursively dividing the space into cubes. They then apply a k-medians-style swapping algorithm to choose the best
centres before projecting the result back into the high-dimensional space through noisy averaging. We note that
both DP-Lib and Icml17 work in the pure differential privacy model (6 = 0). The final related work is a recent
improvement over Su et al.’s algorithm by Diaa et al. [S]], which we denote by FastLloyd. FastLloyd modifies Su et
al.’s work by using Gaussian noise and computing cluster updates relative to the previous iteration, thereby reducing
the sensitivity.

¢) Implementation Details: We normalize all datasets to have a max ¢ norm of 1, for a clean presentation
of metrics over different datasets. We follow Chang and Kamath and centre each dataset first by subtracting the
mean [4]. Then, also following Chang and Kamath, we non-privately compute the ¢ and /., sensitivity bounds
on each dataset. In practice, this bound should be computed privately or derived from public information about the
attributes. However, for the sake of comparison, we give all approaches an equal advantage by providing a tight
bound on the domain. Each experiment is repeated 50 times over different random seeds, and we report the average.
All shaded areas represent the 95% confidence interval of the mean of the results. We fix the privacy parameter
§ = 1/N'1, following the recommendation that the failure probability should be less than 1/N [I1]. The primary
loss we consider is the normalized k-means loss.

1o k
. 2
Loss = 7 3 min = | ©

We also compute each method’s performance over different privacy budgets using the area under the curve (AUC)
of the loss values against € € {0.25,0.5,1.0,2.0,4.0}, computed via the trapezoidal rule:

n—1
Loss; + Loss;
AUC = Z fﬂ (g1 — €) @)
i=1



B. Vote Splitting Example

In Section [III-B] we described the issue of vote splitting in PE’s selection. In this section, we illustrate the
phenomenon with a toy example. We generate a two-dimensional random dataset with k = 4 using the make_blobs
function and set € = oo. In Figure|l} we plot four iterations of PE (one per column) and show the difference between
the previous top-k voting (top row of plots) and our weighted k-means selection (bottom row of plots). The plots
include the private data in grey, the population of PE in blue, and the selected points for each method in red.

In the case of the top-k voting (first row), we observe that the initial iteration chooses points close to the four
true clusters in the dataset. However, in the second iteration, there are many good candidates in the lower cluster,
splitting the vote and causing all selected points to be in the other three clusters. Then, in the third iteration, the
lower cluster dies out and the vote becomes split in the upper cluster. The clusters do not recover in the fourth
iteration, as it will now take PE numerous iterations to move back towards those areas. In contrast, the bottom
row of plots shows PE maintaining and refining four healthy clusters throughout the iterations. We note that in this
toy example, PE has essentially converged in the first iteration, which further highlights the challenge with top-k
voting.
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Fig. 1: A visualization of the samples generated and selected by PE in each iteration, comparing the previous top-k
selection approach to our proposed k-means approach with € = co. The k-means approach effectively mitigates the
vote splitting problem and keeps selected points close to the true clusters.

C. Hyperparameter Tuning

Two of the most influential hyperparameters for PE-means are the number of iterations 7" and the number of
variations L. For a fixed privacy budget, if the number of iterations is too high, the amount of noise used in each
iteration grows too large, preventing meaningful selections. If the algorithm executes too few iterations, it will not
converge. Similarly, if L is too large, the histogram can become sparse and the votes will not dominate even the
smallest amount of noise. If L is too small, then the chance of PE-means finding points closer to the private data is
reduced, slowing convergence. We recall that our adaptive reduction of L (Line [9] of Algorithm [I)) protects against
the case when L is causing the noise to dominate the signal, but it is still beneficial to set a good starting point.

The only public parameters we can use to estimate the difficulty of a dataset in the private setting are its
dimensions. In our initial testing, we observed that the number of iterations is influenced by the dimension of the
dataset. Namely, in higher-dimensional space, PE needs more steps due to the curse of dimensionality. We also
observed that the sparsity of the histogram for a given L is highly influenced by the number of values in a dataset



that can vote. To investigate this more rigorously, we conduct an experiment where we vary L and 7T and plot the
values against the dataset size and dimension. We plot the results in Figure [2] where e = 1. We scatter the values of
the top-3 best performing parameters for each dataset and draw a line of best fit using the LOWESS method. While
the top-left plot reveals no useful relationship between the number of variations L and the number of dimensions
d, the top-right plot shows a clear relationship between the dataset size N and L. We approximate this relationship
with the heuristic L = max(N/5,4). Similarly, we see a clear relationship between the dimension d and number
of iterations 7" in the bottom-left plot, which we approximate with the heuristic 7 = maz(4+/d, 1). Finally, we see
no clear relationship between the N and 7T in the bottom-right plot. In our experiments, we never encounter the
constant cases in the max terms, but include them to ensure a robust implementation.

To extend these heuristics to also account for the privacy budget €, we experimented with scaling them by factors
such as ¢, 0.5¢, 2¢, /€ (since both parameters should decrease with smaller epsilon). We find that for values of
€ < 1, no modification improves over the baseline, as our adaptive strategy increases the signal-to-noise ratio for
any dataset that needs it (and not all do). However, when € > 1, we find it is best (taking the median performance
over all datasets) to scale the number of iterations by ¢ (T' = max(4e\/g, 1).
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Fig. 2: A scatter plot of top-3 parameter configurations of L and T' for each dataset, showing a clear relationship
between L and N and between 7" and d that are captured by our heuristics.

D. Utility Benchmark

We compare PE-means and HDPE-means to the baselines over all datasets and summarize the results in Table [T}
The metric we use is the AUC of the k-means loss (a summary of performance over a collection of epsilons, with
smaller values being best). We highlight the approach with the lowest loss AUC in green. HDPE-means is only
included when the dimension of the dataset is greater than 16, as that is the dimensionality we project down to.
Overall, PE-means and HDPE-means perform the best over most datasets, with FastLloyd doing well on the g2_4
dataset, and Icmll7 doing well in the higher-dimensional scale datasets. We give the percentage of improvement



TABLE I: A summary of results over all datasets (real datasets highlighted in bold) showing the AUC of the
clustering loss across e values with the best approach highlighted for each dataset. The final column shows the
relative improvements of PE-based techniques over the state-of-the art baseline for that dataset, with an average
improvement of 20% over all datasets for PE-based approaches.

Dataset N d k | Non-Priv | PE-means HDPE-means Google FastLloyd DP-Lib Icmll7 | PE Improv.
birch2 25000 2 100 0.0000 0.0003 - 0.0658 0.0031 0.0124 0.0031 +90.92%
iris 150 4 3 0.0363 0.2894 - 0.6892 0.3979 1.3048 0.5507 +27.28%
adult 48842 6 3 0.0015 0.0056 - 0.0076 0.0155 0.0213  0.0066 +14.57%
mnist 70000 84 10 0.0522 0.2920 0.2169 0.2173 0.5822 0.5315 0.2375 +0.16%
letter 20000 16 26 0.0662 0.2852 - 03187 0.3963  0.4341 0.3247 +10.50%
gas 36733 12 6 0.0274 0.1081 - 0.1121 0.1561 0.1761 0.1168 +3.60%
g2 4 2048 4 2 0.1240 0.4761 - 0.5465 0.4666 0.5468 0.4823 -2.05%
g2_16 2048 16 2 0.2047 0.7800 - 0.8391 0.8687 1.1816 0.8116 +3.89%
g2_64 2048 64 2 0.2922 1.1538 1.1295 1.2478 1.9647 2.6608 1.1759 +2.11%
g2 128 2048 128 2 0.3609 1.7237 1.4055 1.5906 2.6425 4.4632 1.5057 +6.65%
scale_4_4 10000 4 4 0.0219 0.0814 - 0.1190 0.1272  0.1381 0.1148 +29.08%
scale_4_16 10000 16 4 0.0803 0.3147 - 0.3392 0.3721 0.4114 0.3224 +2.41%
scale_4_64 10000 64 4 0.1324 0.5326 0.5340  0.5430 0.5863 0.6622  0.5113 -4.18%
scale_4_128 9999 128 4 0.1528 0.6179 0.5940 0.5987 0.6282 0.7481  0.5802 -2.38%
scale_16_4 10000 4 16 0.0080 0.0335 - 0.0555 0.0864 0.0976  0.0624 +39.63%
scale_16_16 10000 16 16 0.0563 0.2452 - 0.2830 0.3624 0.3778 0.2715 +9.68%
scale_16_64 10000 64 16 0.1286 0.5884 0.5757 0.5823 0.6371 0.6949  0.5404 -6.53%
scale_16_128 10001 128 16 0.1443 0.6131 0.6023  0.5992 0.6294 0.7612  0.5842 -3.09%
scale_64_4 10002 4 64 0.0008 0.0051 - 0.0214 0.0306 0.0381 0.0156 +67.27%
scale_64_16 10001 16 64 0.0300 0.1607 - 0.1902 0.2393  0.2771  0.1981 +15.54%
scale_64_64 10001 64 64 0.1197 0.5518 0.5567 0.5453 0.5827 0.6913  0.5452 -1.22%
scale_64_128 10016 128 64 0.1388 0.6874 0.6232  0.6299 0.6421 1.0248  0.6120 -1.82%
sklearn_4_4 20000 4 4 0.0207 0.0778 - 0.1305 0.1777  0.2355 0.0875 +11.00%
sklearn_16_4 20000 4 16 0.0122 0.0445 - 0.0979 0.0990 0.1409  0.1205 +54.59%
sklearn_64_4 20000 4 64 0.0091 0.0379 - 0.1289 0.0818 0.1191 0.1051 +53.68%
sklearn_4_16 20000 16 4 0.0253 0.0955 - 0.1395 0.7110 0.5049 0.1833 +31.50%
sklearn_16_16 20000 16 16 0.0162 0.0668 - 0.1596 0.7160 0.5809 0.6901 +58.16%
sklearn_64_16 20000 16 64 0.0171 0.1183 - 0.3872 0.7631 0.8720 1.0101 +69.43%
sklearn_4_64 20000 64 4 0.0254 0.0993 0.0974 0.1090 1.4623 0.8614 0.3276 +1.96%
sklearn_16_64 20000 64 16 0.0226 0.1192 0.1189 0.2258 1.7475 1.3716  1.3519 +0.26%
sklearn_64_64 20000 64 64 0.0220 0.3070 0.4678 0.7878 22002 22456  2.0639 +34.37%
sklearn_4_128 20000 128 4 0.0281 0.1333 0.1097 0.1186 1.7604 1.1632  0.3499 +7.49%
sklearn_16_128 20000 128 16 0.0245 0.1942 0.1562 0.2838 23038 1.9742 1.7085 +19.55%
sklearn_64_128 20000 128 64 0.0249 0.5740 0.7190  0.9675 27204 2.9608 2.4354 +20.16%

(or decline) of the best PE-based approach compared to the best non-PE private approach in the last column. We
see that when PE-based approaches are outperformed, it is by at most 7%, but on average, they improve by 20%,
with improvements of as much as 91%. Finally, we note that HDPE-means typically outperforms PE-means on
datasets with dimension larger than 16. In high dimensional cases where PE-means outperforms HDPE-means, it
is not by a significant amount compared to the performance of related work, and thus we recommend always using
HDPE-means in d > 16 datasets.

We give the full privacy vs. utility trade-off for the various real datasets (including the three evaluated by Chang
and Kamath [4]]) in Figure [3] We observe that a PE-based approach is always the best approach, being the closest
to the non-private baseline in all plots. Among the baselines, we observe Icml17 performs well in all sets, whereas
FastLloyd performs well in the lower dimensions (birch2 and iris) and Google does well in higher dimensions.
Finally, in Figure fi] we show how the algorithms scale with the number of clusters and a fixed privacy budget of
€ = 1. The scale datasets follow the trend of the non-private version until we increase dimensions, at which point
the noise has more of an effect at higher numbers of clusters. This is likely because the data size remains fixed,
causing the number of samples voting (or being aggregated) per cluster to decline. The scale datasets also highlight
the room for improvement in PE-based approaches in higher dimensions. For the Sklearn sets, which tend to be
more well-separated Gaussian blobs, we observe PE-based approaches outperforming all other approaches and also
scaling better with k.

V. RELATED WORK

DP k-means: In addition to the baselines we compare against in Section there are several previous works
that also solve the DP k-means clustering problem, which are either improved upon by our baselines or are more
theoretical in nature. One line of work focused on developing a private version of Lloyd’s algorithm [3], [25]], [9],
[31]], [S] starting with Blum et al. [3]] and concluding with our baselines of Su et al. [31] and FastLloyd [S]]. Another
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Fig. 3: A plot of the privacy-utility trade-off of all approaches on real datasets, showing a PE-based approach always
performs best.
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Fig. 4: A comparison illustrating how approaches scale with the number of clusters k over different synthetic
datasets at e=1.0.

line of work used the sample and aggregate framework [27]], [26] to solve k-means, but was outperformed by Su et
al. [31]]. A theoretical line of work focused on minimizing the bounds on approximation error, but did not provide
experimental evaluation [12]], [13]], [28], [30], [15], [19].

DP Evolutionary Algorithms: There has been previous work that have applied evolutionary techniques to the
problem of clustering. The first differentially private evolutionary algorithm was developed by Zhang et al. [33]
and evaluated the problem of k-means clustering. Follow-up work by Humphries and Kerschbaum [[18] showed



that Zhang et al.’s solution suffered from prohibitively poor utility and provided an improved algorithm which
was evaluated on the k-medians clustering problem. While our work also applies an evolutionary-based approach
to solve clustering, our algorithm uses significantly less privacy budget. The population of PE-means is a set of
centroids from which a single solution of k& points is chosen in each iteration using a DP histogram with sensitivity
1, following the previous work in PE [22], [32], [21]. Humphries and Kerschbaum instead evolve a population
where each candidate is a solution of k points and applies the exponential mechanism on the clustering loss (with
sensitivity proportional to the data domain) to select multiple candidates in each iteration, using significantly more
privacy budget.

VI. CONCLUSION

We have shown that the PE algorithm is well-suited to the problem of k-means clustering and have made various
improvements to the PE algorithm of independent interest. Our benchmark shows that PE-means and HDPE-
means offer state-of-the-art performance on many synthetic and real clustering datasets. In future work, we will
study mutation operators that more efficiently search high-dimensional spaces.
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